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Received in revised form 7 Current methods for securing Arabic text are limited. This research
August 2024 introduces a new tool: a zero watermark algorithm designed specifically
Accepted 24 September 2024 for Arabic text. This new algorithm protects Arabic text by analyzing its
content. It creates a watermark based on a chosen keyword (at least 6
Keywords: characters, no duplicates), and how often each character appears in
Zero watermarking different forms (separate, connected), and positions (beginning, middle,
Security and end) within the text. The proposed method was tested on nine
Arabic text different Arabic text samples of varying size, simulating various
Preserving tampering attempts like inserting, deleting, and rephrasing text. The
Protection results are impressive, showing that the algorithm outperforms existing

methods in detecting even minor changes.

Introduction

Sharing Arabic documents online is easy, but keeping them authentic is a new challenge
(Oleiwi et al., 2023; Al-Wesabi et al., 2020). This applies to all types, from academic papers
to religious texts (Usop & Hisham, 2020; Al-Wesabi, 2020). Tampering during transfer is a
risk with critical consequences. Information security techniques like access control and
tamper detection can help (Alkhafaji et al., 2021; Thabit, 2021; da Costa et al., 2020).

While traditional watermarking methods are widely used for document protection, they
introduce a significant drawback: the possibility of the modification of the content that was
initially introduced. Concerning the seven text data methods, they may inadvertently alter
sensitive or crucial content while enshrinement of hidden data within the text. This becomes
especially hard when working with texts such as the Holy Quran, Prophet’s hadiths, or
historical and legal documents in which even slight changes may cause significant
consequences. As noted by Bastani et al. (2021) and CHEN et al. (2017) such an approach
has its dangers, meaning that a technique needs to be developed to protect the document.
Although the common techniques of watermarking might be satisfactory for a number of
applications, they are not suitable for texts where a certain degree of applying alterations may
have critical consequences. In turn we have zero watermarking which seems to be less coarse
in its approach towards watermarking. as pointed out by Khadam et al. (2020) and Hakak et
al. (2017) it does not insert the watermark directly into the content of the document and
therefore preserves the structure of the text. Using certain features such as the words
frequency in the document, the position of some characters etc, zero watermarking is used to
guaranty the originality of the document without changing the actual text. This is especially
beneficial when it comes to maintaining security of religious and legal documents where an
ability to detect any attempt at alteration of text is important, however the very nature of the
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document does not allow for any such changes to be made. Nonetheless, zero watermarking
works effectively to the change in content while its impact on handling extensive
manipulations and sophisticated attacks may need enhancement when used on large scale
documents with variance of formatting.

Related work

The RCATED-AT system developed by Oleiwi et al. (2023) offered insights towards the
Arabic text authentication as well as the tamper detection using 4th level word order process
based on the Markov model. This is certainly employing Markov models in text watermarking
as a new idea, however, it becomes questionable that the feature extraction only looks at the
permutation of the words might be not strong enough. The challenge comes from the fact that
in Arabic script some of the characters change their shape depending on the context in which
they are placed in a word or sometimes restricted to specific positions within the word; this is
quite a category that a word order based model will not sufficiently tackle. While the Markov
model augments the probability measure with the previous k characters it may fail tograsp
small text manipulations such as different characters at the same position such as ligatures, or
diacritics which are significant in Arabic. This may lead to situations where specific types of
tampering will not be noticed at all, if the changes are made at the character or sub-word level
(Mou et al., 2020).

Moreover, the system appears to be also highly dependent on the word order; therefore, it may
be weak against more advanced attacks that do not distort word order but change the meaning
of the text or introduce slight variations. The Lee (2019) states that an attacker could alter the
structure of a text simply by modifying the word order of the phrases used while maintaining
the positions of the words hence can surpass the tamper detection system. Furthermore, it
should be noted that the Markov models are successful in the statistical dependencies within
the sequence of one kind of manipulation at a time, but in the other manipulations, such as
insertions or deletions at the various places in the text, could not be efficient completely. It is
obvious that including features at the word and character level would further improve the
RCATED-AT performance since Arabic tampering is versatile in most of the times.

This work, Al-Wesabi et al. (2020), present ZWAFWMMM, the watermarking technique that
applies an intricate Markov model of high accuracy in data embedding and manipulation
detection in text watermarking. On the one hand, using a Markov model enriches the approach
because the model examines sequences of text and is capable of identifying patterns of
tampering; on the other hand, adding this level of complexity may sometimes bring about
practical challenges. For instance, the model can depend on text structure which includes
length, format or language particularities, which restrains its applicability on different kinds
of textual document. In addition, it requires high dimensions of computational algorithms
which may render it less applicable in real-time processes or highly large scale processing
(Liu et al., 2013). One more important factor to examine is that even though ZWAFWMMM
says that it has a high level of accuracy in detecting manipulation, the study does not provide
a detailed discussion of how the method can be even slightly susceptible to more complex or
massive tampering attacks (Deguillaume et al., 2003). In high volume or overly extensive
tampering, the adversary could pose significant issues to the Markov model including learning
natural language patterns or exploit holes within the training data for the model. Furthermore,
the method’s ability to identify slight shifts in file contents, rewritten or restructured text that
may well be less obvious, is not well understood. These limitations give an impression that
even though, ZWAFWMMM can be shown to be a viable method for text watermarking, it is
necessary to conduct experiments in various settings and make ZWAFWMMM applicable for
real-world situations to assert the outstanding effectiveness of the proposed method
(Holleman et al., 2002).
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Al-Wesabi et al. (2020) in their research, provide ZWAFWMMM, a watermarking technique
that employs Markov complex model in accurate embedding of data and efficient detection
of manipulation in text watermarking. The added use of the Markov model is useful for the
identification of sequences of text that have been tampered with and increases the
sophistication of the process; however, this increases the model’s complexity and may also
present operational drawbacks. For example, the model may not generalise well across
different structure of text documents and this may affect its scalability especially in long
structured documents where different features may dominate. In addition, such an approach
depends on the use of massive computational WebClientFormulas, which will make it slow
and less optimal for real-time or big-data applications.

Another important issue that should be further explored is that although ZWAFWMMM
achieved high accuracy to detect manipulation, the proof of concept does not discuss the
method’s robustness against more complex or scaled manipulation attacks. In high volume or
a large number of attempts, the accuracy of the Markov model can decrease in the case where
the attackers are using real-like imitation patterns or any blank area in the training set got by
Markov model. Also, the potential of the method to identify changes in wording or even its
overall structure in the text, which may be rather close to the original, is not clear. Such
limitations indicate that even though ZWAFWMMM shows a viable solution for the text
watermarking use-case, its efficacy and reliability in other situations, as well as suitable
adjustments for real-world implementation, remain an open question.

The FATZWNLP framework developed by Al-Wesabi et al. (2021) can be considered a
breakthrough for Arabic text digital watermarking. This approach thus uses a Markov model,
which is an approach that has better capability in analyzing textual data by virtue of statistical
language property analysis. This is especially crucial to Arabic as this language is
typologically rich in morphological and syntactic processes (Al-Shawashreh et al., 2020). A
Markov model can be included in the framework to make the probabilistic relationships
between words and phrases clear so that better features can be found. This promotes the
creation of a strongly resistant embedded watermark so that its detection will be easily done
especially when the image has been subjected to several attacks. Emphasizing Arabic text also
fills the existing void in most methods and algorithms for watermarking that are inclined
towards more popular languages thereby boosting the functionality and usability of the study
among Arabic community (Thabit etal., 2021).

Nevertheless, the FATZWNLP framework presents examples of the experiments with fuzzy
and neural networks in watermarking processes, and therefore it is also important to consider
the practical applicability of the proposed approach and its possible disadvantages. It has
already been mentioned that using the Markov model may be computationally intensive, more
so when analyzing large sets of text. This could cause more processing time and resource
usage that could cause a negative impact on real-time application (Mansouri & Babar, 2021).
Also, based on the tampering scenarios depicted in this paper, it is advisable that the
applicability of the watermarking technique be examined in detail to ensure that it does meet
the requirement of an effective technique. It also must consider how perfectly this framework
is incorporated with existing DMCA systems, and whether it still keeps the watermarks’
integrity at various formats of changes and usages. In conclusion, even though the proposed
approach of FATZWNLP shows a solution in embedding a watermark on Arabic text, more
real-world experimentations to support the approach and practical applications to place in the
real world is essential.

The work of Hilal et al. (2022) also presents CATDAWNLP approach in which Markov

model analysis for feature extraction in Arabic text is made more elaborate. On the basis of

the properties of stationary Markov processes, the method finds and localizes concrete

characteristics of the text, thus imprinting a sort of a code or a watermark. This watermark
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serves a dual purpose: besides, confirming the credibility of the contents, it allows also for
capturing the attempts of changing information. The Markov model that makes up the base
idea of the algorithm works with transition probabilities between states within the text body,
which reflects probabilities of encounters of one word or phrase against the background of
another. It permits the delicate analysis of the work’s structure and semiotics and this will go
a long way to help identify what is a rightful amendment from what is tampering.

However, despite the evidence of efficacy observed for the CATDAWNLP method in
improving the Arabic text, there are several important assumptions that must be resolved
(Hilal et al., 2022). First, the usage of a definite Markov model can restrain the applicability
of the approach to different dialects and styles in Arabic which are arising within highly
diversified Arabic language. However, the ability of the watermark to withstand specific types
of attacks should also be researched further. For example, attackers may write text using rich
phrases that can mollify or lure the watermarking process hence making it easy for them to
penetrate through the firewall. Moreover, the analysis of a Markov model may be rather
computationally intensive and may present some difficulties in real time applications in the
environments where speed counts. Albeit the fact that CATDAWNLP provides innovative
solutions and concepts to digital watermarking in Arabic text, the follow through,
applicability and efficiency of the approach in various fields has to be further investigated and
fine tuned.

Methods
Proposed Algorithm

The characteristics of the Arabic text were utilized to generate the watermark within the
proposed method, so the proposed algorithm will not cause a change in the text document to
hide the watermark. The watermark will be used to validate the text documents. The processes
of generating watermark and extraction are shown in figure 1. The watermark is recorded in
CA and is used in the extraction algorithm to validate the text document.

Original Watermark Keyword
Arabic text generator
Watermark
Certifying Authority

Watermark, keyword

Watermark Plain
No extractor Arabic text
tampering
detected e— Extracted
vatermark: watermark
M =watermark
Tampering detected

Figure .: Flowchart of watermark generating and extraction procedures

The contents of the Arabic text are used in the proposed algorithm to protect it. Based on the
author’s choice of the keyword, such as his/her surname or the last name or any other word,
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it must consist of at least 6 characters, the duplicate characters, if any, will be excluded. The
watermark will be generated based on the keyword characters, where the number of times
each character appears will be counted according to its form (separated or connected) and its
position at the beginning, middle or end of the word within the contents of the Arabic text
document. This method is shown in figure 2, where “Olly” it is the keyword and depending
on the contents of the text, the watermark is generated.

0S5 S (A alifal) AalSl Calpa) JLAS) o pU A4S gina aladialy ol s da il Asa ) A Aad gy 3 oall Gaill dlas o5
Ol oS s al) A alag Cagoa 6 e JBY) Ao Gl ) s AalS (gl ) gt s a gl ALilall ad o) JsY) A
Al (e Cign IS sl <y e b ol Cua daalifall Aal) o oaf e alaie Yl dxilall LoSlall 0 g Al s g
o2 el el licsall Gl gina (s AalSl) (g (as g AT ¢ sl) dniim s 3 (Joale o) 2 i) AlSE Guaa g Lalidall

Ailal) Llall 4 g5 25 Gall) il gina e 1alaie ) g Laalidall AalS s Mol Gua 2 JSAD G Alsa 45 L)

Characters Cle | Jd ]|V o

Freq. of occurrence | 5 | 17 | 11 | 3 18 | 5

Watermark= Ll 51792185

Figure 2. Watermark Generation

In a zero watermark system the watermark will not actually be embedded in the text itself;
rather, it is created using text properties. Watermarking includes two stages: 1) the embedding
algorithm and 2) the extraction algorithm. The original author embeds the watermark, while
CA later extracts the watermark to prove ownership. CA plays an essential role, as the original
copyright owner registers his/ her watermark with them. Whenever there is doubt about the
ownership of content/ text, the CA acts as a trusted third party as the final decision authority.

Embedding Algorithm

The inputs for the watermark embedding algorithm will be the original text file and the
keyword chosen by the original author/ copyright owner. The output of this algorithm will be
the watermark. This watermark will be registered along with the original text document,
author name, keyword, and current date and time with the CA. The context of the algorithm’s
operation is shown in figure 3.

Input the original Arabic text file and the keyword

v

Remove the duplicated letters from the keyword

v

Counting the number of times each character appears
according to its form and its position of the word within
the contents of the Arabic text document

v

Generate the Watermark depending on the results of the
previous step

v

Output watermark

Figure. 3. Embedding algorithm Diagram

The original text is obtained from the author. The author chooses the keyword. The duplicate
characters are deleted from it, and their reappearance is counted in the original text, according
to their shape and position in the word and digital watermark is created. This watermark is
registered with CA with the current time and date.
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Extracting Algorithm

The inputs for the watermark extracting algorithm will be the plain text file and the keyword.
The text may or may not have been attacked. The extraction algorithm will generate the
watermark from the plain text and then compare it with the original watermark registered with
CA, where the author’s name and current date and time are registered with CA. The author
with the earlier registration will considered the original owner.

The watermark will be accurately generated by the algorithm if the text is not tampered with,
and the text will be called the original text without tampering. If the text is subjected to

tampering attacks, the watermark will be distorted.

The text may be subjected to tampering attacks such as insertions, deletion, rephrasing, or
reordering of words and sentences. In figure 4 the extraction algorithm is illustrated.

Input the plain Arabic text file, keyword and the

original watermark

v

the keyword

Analyzes the text and generates the watermark based on

v

the original.

If the watermarks are matching, then the Arabic text is

v

Else, the Arabic text has been tampered

Figure. 4. Diagram of extraction algorithm

Results and Discussion

Nine text samples of different sizes were utilized in the experiment. These samples were
collected from researches, e-books, and web pages. It was exposed to variable types of attacks
at word and sentence levels of the text in multiple randomly selected locations. Table 1 shows
the details of the results of the implementing experiment.

Table 1. Original and attacked Arabic text samples with volume attack of insertions,
deletions, and rephrasing applied.

Sample No Characters Count Volume Attack Characters Count
" | Of Original Text | Insertion | Deletion | Rephrasing | Of Attacked Text

1 [ASSTI] 1004 3% 2% 1% 1014

2 [ASST3] 1975 4% 4% 2% 1975

3 [ASST6] 2959 7% 5% 3% 3018

4 [ASSTS] 2979 12% 10% 4% 3038

5 [ASSTS] 3196 15% 11% 5% 3323

6 [AMST2] 4742 25% 20% 8% 4979

7 [AMST4] 7182 35% 25% 9% 7900

8 [AMST9] 7705 45% 30% 10% 8860

9 [ALST7] 10148 50% 35% 15% 11670

In the original and attacked text samples, the number of times the characters of the keyword
“Uuali appeared was analyzed. According to the following formulas, the watermark accuracy
rate (WAR) and the watermark distortion rate (WDR) are calculated:

WAR = Characters count accurately detected / Characters count in the watermark

WDR =1 - WAR
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Where,
0 <WAR < 1; WAR should be close to 1.
0 <WDR < 1; WDR should be close to 0.

To compare the original Arabic text samples with their counterparts—those that have been
manipulated by various volume attacks including insertions, deletions, and rephrasing—Table
1 has been provided. Every sample has its number; character count of the original text before
modifying is added with the percentage of altered text. For example, the Sample No. 1 is
denoted as [ASST1] which has an original character count = 1004; insertions are 3%;
deletions are 2%; and rephrasing is 1%; and therefore the final character count=[1014].
Sample No. 9 [ALST7] includes more substantial modifications; the percentage of insertion
is 50%, and the deletion is 35%, increasing the character count to 11670. This variation shows
the correlation between sample and diversification and volume of attack demonstrating that
the higher the volume of attack the increase in ITL and potential distortion of the text.

Furthermore, the analysis uses the frequency of the keyword “clwly” as well as the
comparative calculations of watermark accuracy rate (WAR) and watermark distortion rate
(WDR) where the keyword is located in an original text and in the attacked text accordingly.
The above formulas for WAR and WDR provide for a measure amenable for quantitative
measure on the watermark’s structural degree after manipulation. A high WAR value, which
is closer to 1, means good performance of detection of the watermark whereas a low WDR
value, closer to 0, means less distortion (Naz et al., 2020). This framework allows the
researchers to compare their results and determine exact fitness of their watermark extraction
algorithms with the goal to find out whether the text has been tampered through the attacks
mentioned in the table above.

By comparing the WAR value of the extracted watermark and the original watermark, the
effectiveness of watermark extraction can be evaluated. Through this analysis, it is possible
to determine whether the text has been tampered with or not. Results are presented in table 2.

Table 2. Accuracy of extracted watermark

Characters count of Characters count of Tamperin
Sample No. original text attacked text de tsc te dg WAR
(Cdy) (Gl
1 [ASSTI1] 298513018170 13 307014015190 10 yes 0.978
2 [ASST3] 130 137 241 31 339 109 130 137 266 31 364 109 yes 0.962
3 [ASST6] 106 148 316 64 460 119 116 158 326 64 470 129 yes 0.950
4 [ASSTS] 112 185390 115642 101 112 185 ?8(1) 115 642 yes 0.945
5 [ASSTSE] 122 172 406 80 527 142 122 172 406 80 527 142 yes 0.937
6 [AMST2] 172 225 528 101 741 234 172225 Sgi 101741 yes 0.926
174 419 771 149 1156 174 419 771 149 1156
7 [AMST4] 247 247 yes 0911
8 [AMST9] 252 444 1015 176 1347 252444 1015 176 1347 yes 0.897
250 250
9 [ALST7] 330 587 1;4612 233 1770 330 587 1;4612 2331770 yes 0.872

The analysis also reveals a very important correlation between the manipulation of the text
and the watermark efficiency as seen in table 2 and explained in figure 5. As tampering
increases, the watermark accuracy rate (WAR) diminishes, establishing a clear inverse
relationship: as an implication, the higher the level of manipulation of the text by an attacker,

686
ISSN: 2716-3865 (Print), 2721-1290 (Online)
Copyright © 2024, Journal La Multiapp, Under the license CC BY-SA 4.0



the lower the reliability of the watresize. It is rather worrisome, as any changes escalate the
WDR, implying that the text is easy to falsify. The fact that the high WDR persist across all
samples minimizes the chances of the watermark hence underlining the waypoint
vulnerability of the watermark to any form of alteration. This vulnerability highlights one of
the main weaknesses of the watermarking techniques: a log change in the parameter is
sufficient to greatly degrade the quality of the watermark. Thus, the research outcomes present
watermarking as a valuable instrument that helps detect modifications, but attacks may be
induced with equal simplicity. This poses critical questions on the stability of watermarking
approaches in preserving text integrity and calls for enhanced techniques which can only be’
slightly compromised (Liu et al., 2024). The study demonstrates the difficulties involved in
obtaining high levels of watermark detection on texts that have been attacked using different
techniques; this identifies a major research need in the field of digital text security.

Any attempt to tamper with the text will always be detected, as shown in table 2. If tampering
in the text increases, the accuracy of the watermark decreases, so there is an inverse
relationship between them. The WDR with the keyword “Cwals” on all text samples is shown
in Fig 5. It's evident that even with minimal attacks, the WDR remains high. The text can be
easily affected by any changes made by the attacker. If the text has been tampered with and
is no longer original, the high distortion rate will indicate that. This proves that the
watermark's accuracy is negatively affected even with minor modifications, and the fragility
of the watermarks proves that the text was attacked.

9 [ALST7]
8 [AMST9]
7 [AMST4]
6 [AMST2]

5 [ASST8]
ASSTS]
ASST6]
ASST3]
ASST1]

4]
3[
2
1]

o
o
o
N

0,04 0,06

o
o
[eF]
o
g

o
i
N
o
i
S

m WDR

Figure 5. shows the WDR with keyword ((vds) on all text samples
Comparative Results

Compared to RCATD-AT (Oleiwi et al., 2023), the proposed method indicates a higher
accuracy in detecting the fragility of the watermark. This is evident in the results presented in
Table 3, it can be observed that all the details of the percentages for the different types of
attacks in the proposed method are the highest. Although insertions, deletions or rephrasing
operations negatively affect watermark integrity, the proposed method achieved better results
than another approach in this field.

Table 3. Comparison of watermark tamper detection accuracy.

Approach Attack Attack
volume Insertion | Deletion | rephrasing
5% 94.83 88.88 76.70
RCATD-AT 10% 88.84 84.30 62.99
20% 81.14 66.48 43.45
50% 62.48 42.97 24.98
5% 96.12 90.33 79.44
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The proposed 10% 90.67 86.32 72.56
mlztthIZ)d 20% 83.23 76.56 63.34
50% 77.34 67.78 50.12

The table shows the comparison results between two methods: In terms of attack volume and
the relation to three kinds of attack: insertion, deletion, and rephrasing, both the RCATD-AT
and the proposed method. Each column represents the success rate of each method in handling
attacks at various percentages of attack volume: 5%, 10%, 20%, and 50%.

As to the comparison between the proposed method and the RCATD-AT, a more accurate
classification upon higher levels of attack volume can be observed wherein the proposed
method is superior to the RCATD-AT achievement. For example, at an attack volume of 5%,
the proposed method achieves the highest success rate for all the target attacks: insertion
96.12%, deletion 90.33%, and rephrasing 79.44%. While at the 50% level the effectiveness
of the proposed method is still lower than that of the LanguageTool, but all the same the
proposed method appears to be more effective, having the rate of successful insertions
77.34%, deletions 67.78%, and rephrasing 50.12%. However, these results reveal that the
proposed method is superior in handling various types of attacks, and particularly superior in
low attack rate environments. This means that the new approach can be useful to build up
proper prospects for the development of more effective defense against attacks in the broader
perspective.

In the discussion section of the article, the importance of the zero-watermarking algorithm
recommended for Arabic text should be emphasized by comparing the performance of
detecting the forged zone of the constructed document to the previous method RCATD-AT.
It can be development in light of a few points which comprehensively standardize earlier
studies and position the contributions in this research examine in the unambiguous zone of
text authentication and security.

First, the enhanced results as far as the picture of a watermark and its capacity for detecting
an attempt at tampering underscore an important addition to the discussion of Arabic text
watermarking. As stated in the previous work RCATD-AT and ZWAFWMMM methods have
some level of success in detecting tampering based on insertion, deletion or rephrasing attacks
however their performance degraded drastically as the attack volume increases. However, the
proposed method consistently does better compared to RCATD-AT in all attack types and
most striking at low attack volume (5-20). This means that even if there is a small change in
the original text, the algorithm becomes more useful in retaining the originality of Arabic
documents. This is important for scenarios where slight variation in religion or history or law
can make a lot of difference (McGuire, 2008).

The enhancement in performance results from a new algorithm considered in generating the
watermark (Shih & Wu, 2005). The advantage of the proposed work is the ability of the
watermark to capture the frequency and structural properties of the Arabic characters. This is
quite relevant especially with regard to the arabic script in which an individual character
depends on its position in a word (Balaha et al., 2021; Alanazi et al., 2022). Such changes
were previously neglected in the previous input switch methods, and thus, the older methods
of solving this problem were not very resilient against more advanced manipulation
techniques. This, however, is not to mean that the proposed system takes advantage of these
textual features in an endeavor to come up with a more trustworthy as well as original
watermark.

Second, this study is useful in various text samples like academic papers, and legal documents

as well as other relevant texts. This broader testing scope not only shows how the algorithm

may be applied broadly but also how its utility is not limited to any given sphere of application

(Kar, 2016). The prior studies in the field were mostly type-bound, and therefore, their
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applicability was restricted. The general applicability of the new method to all the sizes/ types
of texts enhances the efficacy of the method.

However, it is also necessary hence forward the further study to conclude that they mentioned
sometime about the study. For example, the compared results of the performance of the
proposed algorithm degrades slightly higher attack volumes of 50%. This suggest that more
optimization may be needed in order to keep low error watermark accuracy under the worst
signals. Further, the susceptibility of zero-watermarking techniques to large scale of attacks
has also been established, indicating the future prospect of this field. Nevertheless, the current
study has made much progress, using this algorithm in combination with other security
solutions, for example, blockchain for decentralized validation, this approach can be
strengthened even more.

Conclusion

The current limitation in document authentication with traditional text watermarking is the
difficulties in detecting minor tampering. A new zero watermarking algorithm was proposed
to overcome this challenge. This creative method generates a distinctive watermark by
utilizing the text’s content. Subsequently extracting this watermark verifies the document’s
authenticity. The algorithm’s effectiveness was tested against random tampering attempts on
a nine text samples with varying sizes. The results are highly promising, demonstrating the
algorithm’s exceptional ability to consistently detect tampering, regardless of the size of the
modifications. From the table above, the proposed method shows the most significant
enhancement for the 50% attack volume with an improvement of 23.78% over RCATD-AT
for all attack types. Even at lower attack volumes, the proposed method consistently
outperforms RCATD-AT.
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